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BAR-OIS BIOMETRIC MANDATORY SOON

« BAR planning to mandate biometric use with BAR-OIS
inspections early May 2023

* BAR will send a 30-day notice before mandatory use
date

 All licensed inspectors will be required to scan their palm
at the beginning and end of each inspection



BAR-OIS BIOMETRIC ENROLLMENT STATUS

« As of 1/6/2023, 7,249 out of 8,481 (85%) total licensed
Smog Check inspectors have enrolled at a BAR field office
or other designated location for biometric use



BAR-OIS BIOMETRIC KITS AVAILABLE

& bar.ca.gov/biometric#biometric-equipment-kit-resellers

 Kit includes hand cradle, sensor, ... ...

and cable B

e
BIOMELNIC EGUIPIMETL RIL HESELETS

 Resellers listed on BAR’s website Biometric Equipment Kit Resellers

BAR biometric equipment kit part number: BAR BAK

 Purchase a biometric kit now

Emissions Depot

@ www.emissionsdepot.com

B sales@emissionsdepot.com

ePortID

@ www.eportid.com/product-page/bar-bundle

% (215) 627-2651

Opus

Worldwide Environmental Products

@ www.wep-ing.com/california




BAR-OIS BIOMETRIC WEBPAGE

 Please visit the biometric page on BAR’s website for more
information www.bar.ca.gov/biometric

* Biometric enrollment appointment scheduler and locations
» Biometric kit reseller contact information

« 2021 Smog Check Manual

« Smog Check Equipment Security and Fraud Prevention
regulations

* Frequently Asked Questions


http://www.bar.ca.gov/biometric

BAR-OIS BIOMETRIC SOFTWARE RELEASE

 BAR-OIS software update 22.4 will allow biometric use in
lieu of password

* Release to beta stations in January 2023

» Release to non-beta stations, as an optional download in
February 2023

* Release to non-beta stations, as a mandatory download
in March 2023

« Password still required for functions other than inspection

* Minimum password length increasing from 8 to 15
characters

» 15-character minimum length necessary to meet State
security standards
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BAR-OIS PASSWORD REQUIREMENTS

* New minimum 15-character password length
required when current password expires

al. :;,{m.f:c'::

» B.%-0IS
-
CDTRC-UAT-22.4
Change Password

The following apply to valid Passwords:

minimum length of 15 characters
maximum length of 30 characters
contains at least 1 numerical character
contains at least 1 capital letter
contains at least 1 lowercase letter
cannot use any of the past 5 passwords

- & & 8 & »

Scan your Badge and enter your current Password. Select Unable to Scan if you do
not have a Badge or cannot scan.

Username: “Unabletoscan

Current Password:
New Password:

Confirm New Password:




UPDATED TERMS AND CONDITIONS

 BAR-OIS Terms and Conditions screen updated to include a
copy of:

* Notice On Collection of Personal Biometric Information
and Its Use (Notice)

« Biometric Data Collection Consent (Consent)

* Inspectors that have enrolled for biometric use at a BAR
designated location have already seen the Notice and
approved the Consent



UPDATED TERMS
AND CONDITIONS
SCREEN

Notice on
collection of

biometric
information
and its use

Biometric
Data

Collection
Consent

r

AUTOCARE LS alefocecta

123 Tesl Slreet B.“-.Is
City, CA 12345 .

CWoo1889

Terms and Conditions
NOTICE ON COLLECTION OF PERSCONAL BIOMETRIC INFORMATION AND ITS USE

The Bureau of Aulemolive Repaill of the Depariment o Consumer Altars colects [he personal inlonmalion
requesied in the above consent as suthorzed by Business and Professions Gode sections 30, 0684 and
BB8T 2. Labor Code secton 4327, Civil Code secton 1788 of s84q. (Informaton Prackoas At), and
Caldornia Code of Reguistions, titie 16, section 3306, The Bureau of Automatve Repair uses Tis
miomaton prncpally o identify loensed inspacions and or perm their use of inspecion aqupmeant and
enlorce beensing standasds, sel by kaw and regulation

MANDATORY SUBMISSION

SUDITESS0N Of Tt FeuUS ed ivIDAMElon 1S mandatony. Thi: Burtdud of Automolg Roparr will ol pemit
nspaction saugiment usa wikss you provide 8 requesiad infoamabion

ACCESS TD PERZONAL INFORMATION

Yioul iy resiew Tie racords maintained by the Busad of Adtomolive Renss (hal contsn yous personal
nicration &5 permitied by the Information Practices Act See below for coniact infamalon

POSSIBLE DISCLOSURE OF PERSONAL INFORMATION

T Bur Gau ol Aulomolivg Ropain makes every eMom 10 probect Ihe personal miarmaton you piovde us
The infoamalion you provide, however, may be disclosed in the following orcumsiances. In response o a
Pubkc Racords Act (PRA) request | Governmend Code socton 6250 o2 500, a5 aliowed by Ta Infiormaticn
Prachcis Acl (Cril Coda section 1788 al Siq.)

= Toanoiher povernmertt agency as requined by Siate or Federal law, or
= In responss 0 A cour of adminsiraive ordes, a subpoena, of @ seanch warrant

CIONTACT INFORMATION

Fof quastons aboul s NEco OF SC0BES 10 Your FOCONTS, You My contsct tha Buroau of Aulemolve
Repar PRA Unit i 10848 North Maiher Boulevard Rancho Coedova. CA 95870, by phone ai (855) 735
(465 or by emai & ba fodca i gow. For questons about the Depanment's Privacy Policy, you may
contact fhe Department of Consumer Affairs af 1825 North Markel Boulevard, Sacramento, CA 95834 by
phone at (B0} 852-5210, or by email at dcadidca ca gov. For guoshons about the Informaton Practicos.
Aot you may contact the Offica of the ABpmey Ganeral, California Department of Jusiice . Aftenbon Pubhbc
Inguiry Unil. PO Box 944255 Sacramenio, CA $4244. by phone al (800) 952-5225, of onbng al

W e CA o

Blomedric Data Collecon Consent

| undesstand and agree fal BAR shall collect, retain, handle and otherwesa process such nformation in
accordance with the "NOTICE ON COLLECTION OF PERSONAL BIOMETRIC INFORMATION ANDHITS
USE”

| undersimnd and agree fhaf if | do nof give the consents and permssions sisbed n the "NOTICE ON
COLLECTION OF PERSONAL BIOMETRIC INFORMATICH AND |T5 USE" BAR will nol bo able io porml
me AcCess ko perlorm Smog Check inspechons

1 further understand that this aushorization and consent does. not guamnies my licersune with DCA

| harahy provede my expicit consant far RAR to coliect, ratain, handis and nthenwsa process such
Emoimaliic ofoimabon fon mspecion aocess, verilicabon and autherlicalion puposes

Successtul baometnc data oollochon shal b considerad &S & signaburs on s sgroemant

Additional Terms & Conditions

* This soltware i ree of any malware, wuses o rojans, and hars he most recanl sscurly palches and
updnades insbalisd that would preven| this compuer from baing explodsd
« Al vy Chack aclivibes | conduct (nciudeg official smog check MSpachons] ard dond in actordands
wilh BAR reguiations, guidelines. and procedures [refarenca curmand Smog Chack Manual)
« Lwill il engage 0 e loliowng Scviles whida usng Dhis Compular

+  Monitaring or mercepting the files or slactronic comemunication of the Califiornia BAR-OIS, OBD

dovice or CALVIS systom

+  Hacking or ohimring accass to systems or accounts | am not suthonzed to use

Lising Olfver peapie's usermames, Dadges, of passwords, and

»  Beeaching, fesling, or monilonng BAR compulier or network securily measures.
* | have no expectabon of privacy when conduching a smog check mspection and my aclvibes may be
monilonesd by BAR o its designes
« |am alse awase Tal any wolahens of Calgomia S1aso Statne of BAR adopiod rogulatons may subgsct
me o disoplinacy acton. nckdng fofadurs ol my smog check stalion and'ar mspectorlschnician Icenses

By clicking Continue | am aware of and acknowledge the above

Mot the Cormact Station? Click hers ‘




BIOMETRIC PALM SCANNING SCREENS

 Left image shows the password entry screen that will
change to display “waiting for palm scan” text

* Right image shows proper hand placement over biometric
palm vein reader (hand cradle in kit also guides hand)

LAl aliforuc Not the Correct Station? Ciick here Fit your middle finger with the
R(G999999 accpornucct -

bt B‘B'“Is central axis of the sensor.

City, CA 12345 &

CV001937

User Authentication

Scan the palm of either hand for biometric authentication. Select Unable to Scan if
you cannot scan either palm. Waiting for palm scan

Forgot Password?

The sensor should be
directly under
the palm center.




UNSUPPORTED WINDOWS OPERATING SYSTEMS

 BAR-OIS Computers that are running on an unsupported
Windows operating system are not current with Windows
updates, are at risk of malware, stolen / lost data, downtime,
and will not work with future BAR-OIS software updates.

 All BAR-OIS computers must run a supported operating
system by July 1, 2023

* Windows operating system automatic updates must also be
turned on
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SUPPORTED WINDOWS VERSIONS

* At this time, only Windows 10 and Windows 11 are
supported by Microsoft

 BAR-OIS computers must be updated to a supported
version

* Windows 7 - January 14, 2020

* Windows 8.0 - January 12, 2016
* Windows 8.1 - January 10, 2023
* Windows 10 - October 14, 2025
« Windows 11 - October 8, 2024

« Windows XX - TBD

Windows:7
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TRANSITION APPROACH

Phased approach to minimize impact to stations:

* The 22.3 Chromium software update moved the BAR-OIS to
code that is compatible with current internet browsers

* The 22.4 Biometric software update needs a minimum set of
Windows files to run the biometric hardware drivers

« Future BAR-OIS software releases will use modern .NET 6
code that will only work on a supported operating system

» Future BAR certified DAD 2.0 devices will only work on a
computer running a supported Windows operating system

13



22.3 (CHROMIUM) UPDATE

* BAR notified impacted stations via weekly BAR ET Blasts to
upgrade to Windows 10 or 11 to prevent business
interruption

 DAD vendors reached out to customers having issues

 BAR'’s Industry Help Desk contacted non-responsive
stations

14



22.4 (BIOMETRIC) UPDATE

* BAR notified affected stations via weekly BAR ET Blasts to
upgrade to Windows 10 or 11 to prevent business
interruption

 DAD vendors reached out to customers having issues

* BAR'’s Industry Help Desk called non-responsive stations

15



UNSUPPORTED OPERATING SYSTEM WARNING

* The 22.3 release warns of unsupported Windows 7 and 8.0

use

* The 22.4 release warns of unsupported Windows 7, 8.0,

and 8.1 use

« Warning appears when BAR-OIS software is installed and

also when launched

California BAR-OIS “
This system is running an unsupported Windows Operating
System (05) : Windows 8.1

BAR-OI5 computers running on unsupported O% are at risk of
malware, stolen / lost data, and downtime.

BAR strongly recommends stations follow industry best practice
by mowing ta a supported 0% and ensuring Windows updates ara
Windows 11 and Windows 10 are currently supported and
approved for use with the BAR-QIS software,

See the July 2022 BAR Advisory Group meeting presentation and
BAR-OIS Equipment Q&A's on BAR's website www.bar.ca.gov for

more details.

Press the OK button below to proceed using the California
BAR-QIS application after reading this information

o | 16



REMAINING UNSUPPORTED COMPUTERS

* The following approximate number of BAR-OIS computers
still need to be updated:

* Windows 7 - 1,087
* Windows 8.0 - 58
* Windows 8.1 - 3,530
« Contact your equipment provider for support

« Buy and install a new computer if you are maintaining your
own system

 Make sure Windows automatic updates are turned on

« BAR-OIS computers using an unsupported operating
system will no longer be able to perform inspections starting
July 1, 2023
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VEHICLE SAFETY SYSTEMS INSPECTION
PROGRAM UPDATE

« Per AB 471 (Chapter 372, Statutes of 2021), BAR is
required to implement a safety system inspection program
for salvage-titled venhicles

« Consolidating existing brake and lamp programs

* Proposed regulations and an inspection manual going
through internal review

* BAR Safety Inspection System (BAR-SIS) software in
development

« DCA licensing system changes in progress to support
new safety technician and vehicle safety system
Inspection station licenses

« Targeting January 2024 start date
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QUESTIONS AND COMMENTS

Submit questions and/or comments to:

Paul Hedglin
Bureau of Automotive Repair
10949 N. Mather Boulevard

Rancho Cordova, CA 95670
Phone: 916-403-0223
Email: paul.hedglin@dca.ca.gov
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